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The UK is fortunate in having a unified health system, albeit that the component parts are often difficult to unite. This means that, in principle, all public health service data about patients in the UK are available to inform health policy and health outcomes and identify the factors that can help to improve health and provide healthcare in as rational and cost-effective a way as possible.
Sources of data include GP records, collected and anonymized in the General Practice Research Database and the Health Improvement Network, individual hospital data, and laboratory databases. Health sources include genetics databases, pathology and laboratory medicine, pharmacy, outpatient attendances and socioeconomic status (postcodes).The main problems with using these data are maintaining anonymity, data compatibility, analysis and identifying the owner (s) of the combined data.
It is possible to identify individuals simply by knowing their date of birth, sex and postcode, or because they have rare conditions or uncommon single nucleotide polymorphisms. Using effective algorithms to anonymize data is therefore crucial to allowing data to be released safely.
To combine health data from different sources requires common identifiers for people, healthcare professionals and locations. While everyone registered with the NHS has an NHS number, not everyone in the UK is registered, and certain organizations, such as prisons and the armed forces, tend not to use them. Hospitals often use their own registration numbers internally in preference to NHS numbers, and the format may differ between departments, for instance by use of a check letter and the number may be stored as a number or as a character string. These factors increase the difficulty of combining data between departments and trusts. Even dates may be recorded in different formats.
Analysing large data-sets requires the ability to scale up familiar methods. These include database manipulations and statistical techniques. Some databases, such as spreadsheet programs, have a limit to the number of rows of data that can be added, and are not scalable and therefore are not appropriate for such methods of analysis. Newer methods of analysing data, such as machine learning, often using neural networks, have been developed to help analyse such data. 2 The statistical analysis of data can also provide challenges. Since the data-sets are so large, associations may occur by chance. However, the volume of these data-sets allows the possibility of splitting the data into two or more sections, and seeing whether the same associations occur in the split portions.
In medicine, connecting diverse sources of data makes it possible to identify associations and investigate them for possible causes. This may allow us to identify patterns of disease and their possible causes, such as the adverse effects of drugs once they have been licensed and are used in the general population (pharmacovigilance). 3 If we can identify factors for developing disease or associated with favourable outcomes, we can improve management for individual patients (precision medicine and personalized medicine).
Laboratory data can be used, either alone or combined with other databases, to answer important medical questions.
DeepMind Health was set up by Google to explore the use of data to improve health outcomes in the NHS. An example of this was a project with the Royal Free Hospital, in which alerts concerning acute kidney injury were sent to clinicians using a mobile phone app. Clinicians felt that it was helpful because alerts could be seen earlier. This saved time and possibly reduced morbidity. However, the project ran into problems because of privacy concerns, and the information commissioner 'found several shortcomings in how the data was handled'. 4 The Infections in Oxfordshire Research Database 5 has been in operation for nearly a decade. It integrates data from the patient administration system, pathology and infection control databases. 6 It has been used to examine linkage between cases of tuberculosis 7 and examine questions, such as the weekend effect on mortality. 8 Researchers in Oxford used the laboratory information management system, which contains data going back for more than 30 years for a population of around 660,000, to confirm that lithium use was associated with development of chronic kidney disease, and with both hypothyroidism and hyperthyroidism. 9 This group also showed that the number of cholesterol tests rose following publication of studies supporting the hypothesis that lowering cholesterol is associated with better outcomes, and the rate of rise fell with adverse reports. 10 In conclusion, the concept of big data is very appealing, offering many advantages to consumers because providers can understand their needs and use of services and target their efforts more efficiently. However, there are challenges in data protection, particularly in effectively anonymizing the data and in understanding how to join together data from disparate sources.
The promise is that, if we get it right, we can make a difference to health outcomes for the population in general, and for groups that are hard to study and target at present. The challenge is to achieve this in an efficient and ethical manner.
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